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A Minute on the Internet in 2021

Estimated amount of data created
on the internet in one minute
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Definition

* Definition The Internet is a global system of
interconnected computer networks that use
the standard Internet protocols to link several
billion devices worldwide
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Smuggler Case

Child Missing Case
Pondicherry Case

-ake Bitcoin exchange case

Drug Trafficking case
Fugitive Case
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Who is your MSP?

(Mobile Service Provider)

» To find out the Service Provider of any phone
number. Visit the link:

http://en.wikipedia.orqg/wiki/Mobile telephone
numbering in India

» Install this software on your computer system
as well as mobile phones based on android

and Java
http://www.shaplus.com/mobile/



http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://www.shaplus.com/mobile/

What do you mean by IP address?

 An IP address, or simply an "IP,” is a unique
address that identifies a device on the internet or
a local network. It allows a system to be
recognized by other systems connected via
the Internet Protocol.

« An IP address (or Internet Protocol address)
identifies each networked computer and device
on a network. When you sign up with Internet
service and connect your modem, your ISP
assigns you a public IP address. This address is
how you communicate with all the other devices
out there on the public Internet.




Types of IP address:
IPV4 & IPV6

* IPv4 address is 32-bit numeric address. Each
of the four numbers can range from o to 255.

Example:-

157.50.9.213

* IPv6 address is 128-bit IP address written in
hexadecimal which allow for approximately
three hundred and forty trillion, trillion
unique IP addresses.

Example:-
2405:204:718f:7176::fea:48bo



How to find out ISP from
IPV4 Address




Name of different websites:-

http://en.utrace.de/ip-address/

http://whatismyipaddress.com/
https://www.whatismyip.com/ip-

address-lookup/

http://ipaddress.com/

http://www.apnic.net

http://ipinfo.info

http://www.ip2location.com/

https://tools.tracemyip.org

http://www.infosniper.net

https://extreme-ip-lookup.com
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https://whatismyipaddress.com
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Home » IPTools » IP Lookup » 2409:4062:2e84:3733:7818:c32d:38a2:b391

IP Details for
2409:4062:2e84:3733:78f8:¢32d:38a2:b391

This information should not be used for emergency purposes, trying to
find someone's exact physical address, or other purposes that would
require 100% accuracy.

Find your learning

strengths with ’2409:4062:2e84:3733:78" Lookup IP Address
BYJU"S National Analyse your child's learning skills
Aptitude Test Details for 2409:4062:2e84:3733:78f8:¢32d:38a2:b391 with BYJU’S National
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IP: 2409:4062:2e84:3733:78f8:c32d:38a2:b391
Expanded IP: 2409:4062:2e84:3733:78f8:c32d:38a2:b391
e Hostname: 2409:4062:2e84:3733:78f8:c32d:38a2:b391 p =
For Classes \ '
| 4to 10 ASN: 55836 \ y g
; ISP: Jio X 4

Organization: Jio

Services: None detected o -

: Upto 100% Scholarship |

Type: Wireless Broadband
R Assignment: Likely Static IP



https://whatismyipaddress.com/

How to find out ISP from
IPV6 Address




Name of different websites:-

* https://www.ultratools.com/tools/ipv6I
nfo

* http://www.ip-tracker.org/locator/ip-
lookup.php

* http://www.traceip.net

* https://myip.ms



https://www.ultratools.com/tools/ipv6Info
https://www.ultratools.com/tools/ipv6Info
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
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https://myip.ms/

Name of different websites:-
* https://ipinfo.io

* https://spyse.com/target/ip
* https://dnslytics.com/whois-lookup
» https://viewdns.info/reverseip/

» https://viewdns.info/whois/



https://ipinfo.io/
https://spyse.com/target/ip
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://viewdns.info/reverseip/
https://viewdns.info/whois/

Name of different websites:-
* https://centralops.net

 https://ping.eu

* http://cqcounter.com/whois/

* https://www.robtex.com

* http://networktools.nl

» http://atsameip.intercode.ca

* https://tools.tracemyip.org



https://centralops.net/
https://ping.eu/
http://cqcounter.com/whois/
https://www.robtex.com/
http://networktools.nl/
http://atsameip.intercode.ca/
https://tools.tracemyip.org/

https://myip.ms
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#1 World Live Whois IP Source
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Do you use a Proxy? No Proxy Detected



https://myip.ms/

To know the

geographical location of
IP Address




Name of different websites:-

» https://dnslytics.com/ip-geo-location

» https://viewdns.info/iplocation/



https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://viewdns.info/iplocation/

What do you mean by domain name?

A domain name is a unique name that identifies
a website. For example, the domain name of the
Tech Terms Computer Dictionary is
"techterms.com."

« Each website has a domain name that serves as
an address, which is used to access the website.

 Whenever you visit a website, the domain name
appears in the address bar of the web browser. Some
domain names are preceded by "www" (which is not
part of the domain name), while others omit the
"'www' prefix. All domain names have a domain
suffix, such as .com, .net, or .org.



the address of your website

http://www.example.com

name extension

prefix sub-domain domain name



How to find out
registrant details from a
domain name of website




Name of different websites:-

http://en.utrace.de/ip-address/

www.domaintools.com

www.dnsstuff.com

http://whois.stsoftware.biz

http://www.whois.com/
https://mxtoolbox.com



http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://www.domaintools.com/
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http://www.whois.com/
https://mxtoolbox.com/

Name of different websites:-

https://viewdns.info

https://spyse.com/tools/domain-

lookup

https://dnslytics.com/whois-

lookup

https://viewdns.info/whois/

https://host.io



https://viewdns.info/
https://spyse.com/tools/domain-lookup
https://spyse.com/tools/domain-lookup
https://spyse.com/tools/domain-lookup
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://viewdns.info/whois/
https://host.io/

Name of different websites:-
* https://centralops.net

 https://ping.eu

* https://dnslytics.com

* http://cqcounter.com/whois/

* https://www.robtex.com

* http://networktools.nl

* http://atsameip.intercode.ca

» https://tools.tracemyip.org


https://centralops.net/
https://ping.eu/
https://dnslytics.com/
http://cqcounter.com/whois/
https://www.robtex.com/
http://networktools.nl/
http://atsameip.intercode.ca/
https://tools.tracemyip.org/

ttps://www.whois.com/

& www.whois.com/whois/odishapolice.gov.in B®E >0 @

dentity for everyone

WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT ‘ LOGIN !.
Od|5ha DOlICE.gOV.ln Updated 1secondago & Interested in similar domains?
Domain Information theodishapolice.com
Domain: odishapolice.gowin . . )
odishapoliceguide.com
Registrar: National Informatics Centre
Registered On: 2013-05-13 . .
S S ? odishapolicedepartmen
Expires On: 2021-05-13 t.com
Updated On: 2019-10-16
bahrainpolice.com
Status: OK P
Name Servers: nsl.nicin
ns7.nicin odishapolice.net
ns2.nicin
ns10.nic.in
indiapolice.net
Registrant Contact

m L


https://www.whois.com/

How to find out
registrant details of an
old website




Name of different websites:-
* https://who.is

* https://www.mydomain.com/who
is/whois.bml

* https://www.whois.com/whois/



https://who.is/
https://www.mydomain.com/whois/whois.bml
https://www.mydomain.com/whois/whois.bml
https://www.whois.com/whois/

To find out existence of
domain name from
keyword / related
website




Name of different websites:-

* https://dnslytics.com/domain-
search

* https://spyonweb.com



https://dnslytics.com/domain-search
https://dnslytics.com/domain-search
https://dnslytics.com/domain-search
https://spyonweb.com/

To find out existence of
domain typo




Name of different websites:-

* https://dnslytics.com/domain-
typos



https://dnslytics.com/domain-typos
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To know the IP history of
a domain name




Name of different websites:-

* https://viewdns.info/iphistory
* https://www.iphistory.ch/en/



https://viewdns.info/iphistory
https://www.iphistory.ch/en/

IMEI Number




Structure of IMEI Number

Type Unique Serial| Check Digit
Allocation Number (CD)

Code (SNR)

(TAC)

o8 digits 06 digits o1 digit




How to find the correct
IMEI Number




Name of different websites:-

* http://imei-number.com/imei-
validation-check/

* http://www.imei.info/

* https://imeidata.net/tool/calculator


http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
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http://www.imei.info/
https://imeidata.net/tool/calculator

How to find the mobile

handset details from IMEI
Number




Name of different websites:-

http://www.imei.info/

http://imei-number.com/imei-

number-lookup/

http://www.numberingplans.com/?pa

ge=analysis

http://www.nobbi.com/tacquery.php

https://imeidata.net/check



http://www.imei.info/
http://imei-number.com/imei-number-lookup/
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https://www.imei.info

CHECKIMEI  IMEICHECKER ~  IMEICALCULATOR ~ FAQ  CARRIERS DATABASE ~ PHONE DATABASE ~ NEWS I

CHECK IMEI NUMBER TO GET T0 KNOW
YOUR PHONE BETTER

Every mobile phone, 6SM modem or device with a built-in phone /
modem has a unique 15 digit IMEI number. Based on this number,
you can check some information about the device, eg brand or

Enter IMEl e.g. 123456780012347 €

I'm not a robot



https://www.imei.info/

MAC Address

* A media access control address (MAC
address) of a computer is a unique
identifier assigned to network interfaces for
communications at the data link layer of a
network segment.

« The MAC-Address (Media Access Control

address) in general is the identifier of
devices in a network.



NETWOIK Dana: .4 Uiz

Network channel: 1
IPv4 address: 192.158.5.105
IPv4 DNS servers: 192.158.0.5
Manufacturer: Qualcomm Communications In
Description: Qualcomm QCAS5375 802.11ac V
Adapter
_Driver version: 12.0.5.445

Physical address (MAC): 9C-35-5B-5F-4C-D7 §

Copy



How to find the Equipment
details from MAC Address




Name of different websites:-

*  http://www.macvendorlookup.c
om

* http://www.coffer.com/mac fin
d/

 http:// www.adminsub.net/mac-
address-finder/modem

* http://aruljohn.com/mac.pl

*  http://www.whatsmyip.org/mac
-address-lookup/
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Name of different websites:-

» https://www.wireshark.org/to
ols/oui-lookup.html

* http://www.adminsub.net/ma
c-address-finder

* https://dnslytics.com/mac-
address-lookup
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E-mail Header

* In most of the cyber crime where emails are
involved, analysis of email headers plays a
very important role. Each email whether it
is a company email or Web-based email like
gmail, hotmail, yahoo, rediffmail, etc.,
carries lot of information about that email.
Information like sender IP address, email
address, time and date when the email sent,
through which server it passed, etc. can be
obtained.



Importance of E-mail Header

Email header analysis can help an
investigator to find out the IP address of the
email sender. Email message headers are
digital histories that are attached to every
email message that are sent and received.
Headers record important information,
including servers that the email has traveled
through, and the date and time that the
message was received or forwarded.




E-mail message header

Email message header comprise of 2 sections.

» Message Description: Contains details of
the sender and recipients, subject line, and
sending date.

* Message Path: Contains the server name
and timestamp for every server the message
travelled through.




How to analyze
e-mail header




Name of different websites:-

http://www.cyberforensics.in/On
lineEmailTracer/index.aspx

http://whatismyipaddress.com/t
race-email

https://toolbox.googleapps.com/
apps/messageheader/

https://testconnectivity.microsof
t.com/MHA /Pages/mha.aspx

http://mxtoolbox.com/EmailHea
ders.aspx

www.iptrackeronline.com



http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
http://whatismyipaddress.com/trace-email
http://whatismyipaddress.com/trace-email
http://whatismyipaddress.com/trace-email
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https://toolbox.googleapps.com/apps/messageheader/
https://testconnectivity.microsoft.com/MHA/Pages/mha.aspx
https://testconnectivity.microsoft.com/MHA/Pages/mha.aspx
http://mxtoolbox.com/EmailHeaders.aspx
http://mxtoolbox.com/EmailHeaders.aspx
http://www.iptrackeronline.com/

What do you mean by IFSC Code?

 IFSC stands for Indian Financial System Code. It is
which is an eleven-character code assigned by RBI
to identify every bank branches uniquely, that are
participating in NEFT system in India.

* This code is used by electronic payment system

a]

pplications such as RTGS NEFT.

 The IFSC is an 11-character code with the first four

0
the last six characters (usually numeric, but can be
al

pha characters representing the bank name, and

2

Iphabetic) representing the branch. The fifth
haracter is o (zero) and reserved for future use.

» Usually, the IFSC code can be found on the cheque-
book provided by the bank or on the first page of
the Bank Passbook.



How to find Bank details
from IFSC Code




Name of different websites:-

http://www.ifsccodebank.com/sea

rch-by-IFSC-code.aspx

https://ifsc.bankifsccode.com
https://www.ifscswiftcodes.com/IF

SC-Code/

https://www.askbankifsccode.com



http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
https://ifsc.bankifsccode.com/
https://www.ifscswiftcodes.com/IFSC-Code/
https://www.ifscswiftcodes.com/IFSC-Code/
https://www.ifscswiftcodes.com/IFSC-Code/
https://www.ifscswiftcodes.com/IFSC-Code/
https://www.askbankifsccode.com/

Branch locator




Name of websites:-
* http://bankcontact.in

* https://www.bankbranchin.

coim



http://bankcontact.in/
https://www.bankbranchin.com/
https://www.bankbranchin.com/

How to find Voter ID
Card Information




Name of websites:-

» http://electoralsearch.in

» https://resident.uidai.gov.in
/aadhaarverification

* http://www.ceoorissa.nic.in
[FindYourName.asp



http://electoralsearch.in/
https://resident.uidai.gov.in/aadhaarverification
https://resident.uidai.gov.in/aadhaarverification
http://www.ceoorissa.nic.in/FindYourName.asp
http://www.ceoorissa.nic.in/FindYourName.asp

How to get User’s Twitter ID




Name of websites:-
» http://gettwitterid.com

» https://codeofaninja.com/t
ools/find-twitter-id



http://gettwitterid.com/
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id

How to get User’s name
from Twitter ID




Name of websites:-
* https://tweeterid.com



https://tweeterid.com/

Know the Vehicle Details
(R/C& D/L)




Name of websites:-

“*https://parivahan.gov.in/parivahan/

“*https://vahan.nic.in/nrservices/faces/us
er/jsp/SearchStatus.jsp

“*https://sarathi.nic.in:8443/nrportal/sara
thi/DIDetRequest.jsp



https://parivahan.gov.in/parivahan/
https://vahan.nic.in/nrservices/faces/user/jsp/SearchStatus.jsp
https://vahan.nic.in/nrservices/faces/user/jsp/SearchStatus.jsp
https://sarathi.nic.in:8443/nrportal/sarathi/DlDetRequest.jsp
https://sarathi.nic.in:8443/nrportal/sarathi/DlDetRequest.jsp

How to check Broken Link




Name of websites:-

Qhttps://www.drlinkcheck.com

Ohttps://www.deadlinkchecker.com



https://www.drlinkcheck.com/
https://www.deadlinkchecker.com/

How to check deleted
domain




Name of websites:-
v https://viewdns.info/iphistory/



https://viewdns.info/iphistory/

Wayback Search




Name of websites:-
» http://web.archive.org



http://web.archive.org/

Whether MNP or not?




Name of websites:-

https://freecarrierlookup.com

https://sendsms.global/free-carrier-lookup/

https://www.ding.com

https://www.truecaller.com



https://freecarrierlookup.com/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
https://www.ding.com/
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=

Bulk IP search




Name of websites:-

*  https://www.infobyip.com/ipbulklookup.
php
» https://app.ipapi.co/bulk/

* https://www.showmyip.com/bulk-ip-
lookup/

» https://mxtoolbox.com/Bulkl.ookup.aspx

* https://www.bulkseotools.com/bulk-ip-
to-location.php



https://www.infobyip.com/ipbulklookup.php
https://www.infobyip.com/ipbulklookup.php
https://app.ipapi.co/bulk/
https://www.showmyip.com/bulk-ip-lookup/
https://www.showmyip.com/bulk-ip-lookup/
https://www.showmyip.com/bulk-ip-lookup/
https://www.showmyip.com/bulk-ip-lookup/
https://www.showmyip.com/bulk-ip-lookup/
https://mxtoolbox.com/BulkLookup.aspx
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php

Reverse Image Search




Name of websites:-

https://www.google.com/searchbyimage?i
mage url=

https://www.bing.com/images/search?view

=detailv2&iss=sbi&form=SBIIRP&sbisrc=Url

Paste&q=imgurl:

https://yandex.com/images/search?source=

collections&rpt=imageview&url=

https://tineye.com/search?url=



https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://tineye.com/search?url=
https://tineye.com/search?url=
https://www.google.com/searchbyimage?image_url=

Name of websites:-

* https://graph.baidu.com/details?isfromtuso
upc=i1tn=pc&carousel=o0&image=&image=

* https://reverse.photos

* https://images.google.com

 http://www.pictriev.com


https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://reverse.photos/
https://images.google.com/
http://www.pictriev.com/
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://www.google.com/searchbyimage?image_url=

Reverse Phone Number
Search




Name of websites:-

 https://www.truecaller.com

* Eyecon Android Application: Caller ID,
Calls and Phone Contacts

* https://www.cyniqg.in



https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.cyniq.in/
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=

Thumbnail search of video

file




Name of websites:-

 https://citizenevidence.amnestyusa.org

* Download InVID extension in Google
Chrome



https://citizenevidence.amnestyusa.org/
https://www.google.com/searchbyimage?image_url=

To find out details of VoIP /
disposable number




Name of websites:-

* https://www.whitepages.com/reverse-
phone

* https://freecarrierlookup.com



https://www.whitepages.com/reverse-phone
https://www.whitepages.com/reverse-phone
https://www.whitepages.com/reverse-phone
https://freecarrierlookup.com/
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=

IP Logger / Tracker




Name of websites:-
 http://blasze.com

 https://clickmeter.com/
 http://grabify.link/
 https://iplogger.org



http://blasze.com/
https://clickmeter.com/
http://grabify.link/
https://iplogger.org/
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=

Online Request Portal




https://www.facebook.com/records/login/

f Facebook

= c Q‘  facebook.com/records/loging

facebook

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

If you are a law enforcement agent or emergency responder who is authorized to gather evidence in connection with an official investigation or in
order to investigate an emergency involving the danger of serious physical injury or death, you may request records from Facebook through this
system.

| am an authorized law enforcement agent or government employee investigating an emergency, and this is an official request



https://www.facebook.com/records/login/

https://www.whatsapp.com/records/login/

© WhatsApp

= wwhatsapp.com/records/login/]

WHATSAPP WEB FEATURES DOWNLOAD SECURITY

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

If you are a law enforcement agent who is authorized to gather evidence in connection with an offidal investigation, you may request records from
WhatsApp through this system.

| am an authorized law enforcement agent or government employee investigating an emergency, and this is an official request

REQUEST ACCESS

< Law Enforcement Guidelines



https://www.whatsapp.com/records/login/

https://legalrequests.twitter.com/forms/landin
g disclaimer

W Legal Request Submissions X +

< C 88| "Wl egalrequests.twitter.com/forms/landing_disclaimer|

¥ Legal Requests

y Legal request submissions

Please confirm your identity

Welcome to Twitter’s online legal request submission site. You can submit your legal
request (e.g., subpoena or court order) for account information or content removal by
following the steps below. We also accept emergency disclosure requests from law
enforcement through this site. All non-legal requests should be submitted through our Help
Center forms.

If you are a law enforcement agent, government official, or other third-party intending to submit a valid legal
request, please enter your full name, official email address, and confirm your authority by checking the box
below. No other uses of this form are permitted.

More information is available in our Law Enforcement Guidelines, Accessing your Twitter data support article
and Twitter’s Privacy Policy

Full name:*

Official email address:*



https://legalrequests.twitter.com/forms/landing_disclaimer
https://legalrequests.twitter.com/forms/landing_disclaimer

For removal of content from
Google’s services

Removing Content From G >+

& B8 [ [EE "Bl . pport.google.com/legal/troubleshooter/1114905

= LegalHelp i

Legal Z

Removing Content From Google

This page will help you get to the right place to report content that you would like removed from Google's services
under applicable laws. Providing us with complete information will help us investigate your inquiry.

If you have non-legal issues that concern Google's Terms of Service or Product Policies, please visit
http://support.google.com

We ask that you submit a separate notice for each Google service where the content appears.

What Google product does your request relate to?
' & Google Search

(@] Blogger/Blogspot

) 9 Google Maps and related products
) p Google Play: Apps

O @8 YouTube

' 3 Google Images

) A A Google Ad

https://support.google.com/legal/troubleshooter/ 1
14905



https://support.google.com/legal/troubleshooter/1114905
https://support.google.com/legal/troubleshooter/1114905

https://lers.google.com/signup v2/landing

1> Google | Law Enforcement Req, X +

B > C ‘Q‘ 0 & https://lers.google.com/signup_v2 landing|

GO g|e Law Enforcement Request System Create Account

LERS is a system in which a verified law enforcement agent can securely submit a legal
request for user data, view the status of the submitted request, and download the
response submitted by Google.

If you are a sworn law enforcement agent or other government official who is authorized
to issue legal process in connection with an official investigation, you may submit your
request through this system.

elect a
@ English -


https://lers.google.com/signup_v2/landing

https://lers.google.com/signup v2/re
questaccount

L2 Google | Law Enforcement Re

= c @ t s.google.com/signup_v2/requestaccount

Go g|e Law Enforcement Request System

Request Access to LERS

To request a LERS account, enter your official government-issued email address below.

i ( C o i
Enter your official email I'm not a robot
username(@domain.com ﬁi::_—ctt

| attest that | am a sworn law enforcement agent or government official authorized to submit legal requests

to Google and my access to this system is being made in my official capacity.

SUBMIT

If you already have an account, please sign in here.

We will process the information you provide us as described in the Privacy policy.

electa
@ English A



https://lers.google.com/signup_v2/requestaccount
https://lers.google.com/signup_v2/requestaccount

https://www.facebook.com/help/contact/
634636770043106

F Reporting a Violation or In

.facebook.com/help/contact/634636770043106

facebook

# Help Center English (US)

Creating an Account i . i . i
o Reporting a Violation or Infringement of Your Rights
Friending

Your Home Page

Messaging

Copyright
Stories Trademark
Your Photos and Videos If you believe content on Facebook violates our Community Standards (ex: bullying, harassment, or hate speech). please

) wvisit our Help Center fo learmn about reporting it to us
Videos on Watch

Pages

Groups

Events

Fundraisers and Donations
Payments

Marketplace

Apps

Facebook Mobile Apps

Accessibility

Reporting a Violation or Infringement of Your Rights



https://www.facebook.com/help/contact/634636770043106
https://www.facebook.com/help/contact/634636770043106

https://help.instagram.com/contact/5526
05131608132

Instagram Help Centre B

(& N W p.instagram.com/contact/55269513 1608132

Copyright Report Form
Using Instagram >
Use this form to report content that you believe infringes your copyright
Managing Your Account >
My account has been hacked
Troubleshooting and Login Help > am being bullied or harassed

found inappropriate or abusive content

My name (or the name of my organisation) is being used without my permission
Privacy and Safety Center > T .
Someone has posted my private information
{or somecne | am legally responsible for) appear in content that | do not want displayed on Instagram
Instagram for Businesses b found content which | believe infringes m emark

found content which | believe infringes my copyright


https://help.instagram.com/contact/552695131608132
https://help.instagram.com/contact/552695131608132

Lawful intercept and monitoring

According to TRAI (Telecom regulation authority of India) act
of 1997, each and every service provider has to save the
record of customer information for a stipulated time and will
be given on demand.

This regulation is mandatory for every telecom provider and
only those who agree on terms can be given licenses from
DOT.

C-DoT ( Center for development of telematics) is
responsible for lawful interception of voice’s, SMS’s, CAF’s,
CDR’s and also Internet traffic. Which again complies with
section 5(2) of the Indian telegraph act r/w rule 419(A) of IT
Rules.

79(3)B | T Act: Removal of content
69A | T Act: Blocking of website.



Money is the most universal and
most efficient system of mutual trust
ever devised.

Even people who do not believe in the
same god or obey the same king
are more than willing to use
the same money.

Yuval Harari



A blockchain is typically a bunch of computers (nodes) connected to each
other. All of these computers contain the same information (e.g. a ledger of
transactions). To “*hack” this information, you will need to “hack” most of

these computers at the same time. And that's a pretty tough thing to do!

There are many blockchains in the world. The Bitcoin Blockchain is the first
and oldest one. It records all transactions of the bitcoin cryptocurrency.
Anyone can run a node of this blockchain. All you need is a computer with

enough storage space and a strong Internet connection.

Some of the most popular blockchains are:
1. Algorand

2. Avalanche

3. Binance Smart Chain

4. Cardano

5. Celo
6. Ethereum (Mainnet)

7. Fantom



T Algoranmnd

= _ Aovalanche

=S. Binmnanmnce Smart Chainm
A Cardanmno

5. Celo

oS . Ethereuamm (Maimnnmnet)
w . Famntorm

S . Floww

S, Polkadot
T0O. Polygomnm
- SsSolamna
- Stacks
- Stellar
Terra

- Temos

- WVivaves

1
=
=
]
S
L=



ALGO

©

Celo

P

DOT

Z

Stellar
XLM

Avalanche
AVAX

$

ETH

o

Binance Coin
BNB




For a deep-dive into Blockchain technology, you may find these
resources useful:

Video on "Blockchain Basics":
https://youtu.be/O535GIscUxo

Video on "Introduction to Ethereum":
https://youtu.be/cF-lo_SmSj07{=84

Video on "Introduction to 15 Public Blockchains":
https://youtu.be/oSGOfcePjKw?t=73

"How to send an email to an Ethereum address™:
https://rohas.substack.com/p/how-to-send-an-email-to-an-ethereum




2. What Are Cryptos?

A Blockchain can have 1 or more “smart assets”. Calling these assets

cryptocurrencies is not accurate because all blockchain smart assets do
NOT work as currencies.

The Indian law calls them “virtual digital assets”. | prefer to simply call them
“Cryptos”.

There are 9000+ Cryptos being actively traded in 450+ exchanges across
50,000+ market pairs.

Based on my analysis, Cryptos can be divided into 11 categories:



Bitcoin-style Cryptos

In the Bitcoin-style, there are a bunch of computers / entities called miners
who are constantly trying to solve mathematical puzzles. Roughly every 10
minutes, one of these miners wins this race to solve the puzzle.

This miner wins a reward which is currently 6.25 bitcoins. That's about
$240,000. Yes, you read that right. Every 10 minutes there is someone
getting $240,000 worth of bitcoin.

But don't get too jealous. Mining is a very expensive operation and reguires
tons of money to be spent on computers and electricity. And you can never
be sure how much you will actually end up earning.

Many years ago anyone could mine or create bitcoins using a laptop! Well,
not anymore. Today you need a ton of computing power for this.

Another thing to remember is that in most Bitcoin-style Cryptos, there is no
“pre-mining”. This means that no Cryptos are created upfront and
distributed to the project founders. The blockchain starts with 0 Cryptos and
new Cryptos are “created” and earned by miners.



Ethereum-token style Cryptos

In the Ethereum-token style, you can create your own Crypto in minutes.

My daughters were quite fed up hearing about dog-themed Cryptos. So
they decided to create their own cat-themed Crypto. All they needed to do
was customize a smart contract and ‘publish’ it to the Ethereum blockchain.

That’s it! In a few minutes, they had created a new Crypto with a supply of 7
billion - roughly one for each human on Earth. True story.

There are some other styles of Cryptos also, but that's a story for another
day.



3. The 11 types of
Cryptos

There are 9000+ Cryptos being actively traded in 450+ exchanges across
50,000+ market pairs.

Based on my analysis, Cryptos can be divided into 11 categories:
1. Ready money

Ready money Cryptos are those that can be used to buy and sell stuff or
which can be gquickly converted to ‘cash’.

Examples: Bitcoin (BTC), Bitcoin Cash (BCH), Litecoin (LTC), and fiat-
pegged stablecoins such as Tether (USDT).

2. Open Blockchain Tokens
An Open Blockchain Token (OBT) is a unique form of crypto recognized

under the laws of Wyoming, US. An OBT must be exchangeable for
specified consumptive purposes services e.g. software, content, or real/

tangible personal property.

Example: Wrapped Asset Token (WFRAP)



3. Hush coins

Did you know that Bitcoin isn’'t 100% anonymous? All its transactions are
recorded on its publicly available Blockchain. That's what led to the birth of
hush coins or privacy coins - some of which are private by default, while
others let the users decide if they want to activate the functionality or not.

Example: Monero (xXMR)

4. Application coins
Application coins are those which are part of a specific use case. Example:
Filecoin (FIL) is the native Crypto of the Filecoin network. It can be used to
pay miners to store/distribute data and to retrieve information. Storage
providers guarantee a minimum service level by providing FIL as collateral.

5. Security tokens

Security tokens are like equity shares and represent ownership of a
company.

Example: Exodus



5. Security tokens

Security tokens are like equity shares and represent ownership of a
CcCoOmpany.

Example: Exodus

6. Non-Fungible Tokens (NFTs)
Mon-Fungible Tokens (MFT) are the Crypto versions of things like art and
real estate. They are used as digital proof-of-ownership of the underlying
asset. NFTs can be of many types, including art, collectibles (trading cards,
sneakers), domains, virtual game items (avatars, skins, weapons, etc).
Example: CryptoKitties

7. Algorithmic stablecoins

Algorithmic stablecoins are Cryptos whose price stability is maintained by
an algorithm. They are different from fiat-pegged stablecoins whose stability
is maintained by the fiat currency they are pegged to.
Example: Frax (FRAZX)

8. Governance tokens

Governance tokens give holders a vote in a project’'s development.
Example: Uniswap (UJMNI)

9. Public Blockchain natives

Using a public blockchain involves the payment of gas fees or transaction
fees. This fee is payable in the native Crypto of that blockchain.



10. Asset-backed tokens
An asset-backed token or a Wrapped Asset is a blockchain token pegged to
or collateralized by an asset such as art, gold, fiat currency, debt, equity

shares, trade invoices, real estate, etc. It's called a "wrapped” asset or
token because the original asset is put in a "wrapper” or "digital vault” that

enables the wrapped version to be traded on a blockchain.

Example: Coffee coin

11. Lending / Borrowing Cryptos

These tokens make it easy for investors to borrow and lend funds in a
Decentralised Finance market.

Example: Aave (AAVE)



VWhen you buy gold, you actually get coins (or bricks) of the shiny metal.
You can keep these coins safe in... a safe!

VWhen you buy a house, you actually get physical possession of it.

Crypto is very different. You don’t really get anything physical. Your Crypto
journey starts with a ‘wallet’.

This is what a typical Bitcoin wallet looks like:

[private] ==
fafaf8856397ab2fcd0546cd248791ad9a3046aa3d49fddbdc380ccbeced4abb27

[public] ==
03c3248b65fcS5cBBeT4alf384cd5ef65deSbf0e240d7ecalfd98de 7551 7a9d45efe

[address] == 1MK13r5uus1F5Q6yGuBPxkuZw91nM4MeY
[wif] => L5crYHJ3wP1KF88guJChXPDagMNJ6dS3WBv56JN 10491 K7FdMtXdd

If you write this down on a piece of paper, it would be called a... paper
wallet.

The address is similar to your bank account or UPI ID. Anyone can send

crypto to your address. If you send crypto to the “wrong™ address, it's gone
forever!

Also, remember that the same address doesn’'t work for all cryptos e.g. a
Bitcoin address won't work for Dogecoin.



bitaddress
www . bifaddress.org is a JavaScript Client-Side Bitcoin Wallet Generator. It
enables Bitcoin addresses and their corresponding private keys to be
conveniently generated in a web browser.

Live site: htips://www.bitaddress.or

To generate a Bitcoin wallet (which is a Bitcoin address and its

corresponding Bitcoin private key), simply move your mouse randomly on
the bitaddress page.

© bitaddress-org

Open Source JavaScript Client-Side Bitcoin Wallet Generator

Generating Bitcoin Address...
MOVE your mouse around to add some extra randomness. .. 16%
OR type some random characters into this textbox

S36baccfa’SEfb724d660d37actf6f423b371c62fababecb6E58dbdr834d9733c350a
ceal9f0l171f876aa7837£44c709fde276d0ad7106cd4cdc664blc48fd7efTa0861
ab9dofb97ec6e2ababd313d47865d086bdlbabiob35f34c492c36a457d8629eb0e
12b7ed4adilcO043aceeechb3i47clb7639f9d84a98905c323fa24ba2679731a8d309b
AdfcfbST7E£f7108304c7640b3£f8152a890b295ad6574248617681f5a593b24c24a79
1267a40733a4101662dbelS55498657969419624bcd441723c2el0a2ce3lc24a8sS
S4caff6aabc70926b6Db139090179f22d041691102fa7fadll9945ba37e7be9799
517ab53d0£f612431e42713cd3c4f058618576767cY%eceb6e058156975eb =




$30,127

133 ETH

Argent

Argent is a crypto wallet that
can be used to:

- store and send crypto,
- borrow crypto,

- ear interest, and
- invest.

https:/fwww. argent. xy=
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AlphaWallet

_AlphaWalIet is an open-source,

production-re and easy-to-

customise white-label wallet.




Pillar

Pillar is a non-custodial, community-owned wallet with its own L2 Payment
Network.

Core features include:

Q

U 0O 0 O

h

100% encrypted chats with your contacts.

Unlimited transactions without fees in any token.

Buy crypto directly - USD, GBP and EUR available in the app.
Pillar replaces alpha-numeric addresses with simple usernames.

Pillar Offers Engine enables you to find the best deals to swap your
Tokens, all in one place.

-/pillarproj N



@MEW ¥ Buy ETH

Ethereum's .
Original Wallet

MyEtherWwaltiet (our friencas call N is= > froe, ch

sicdc rTace helping yoOu iInteracse

DlocCiccngin. Our CasSy-10-UsSe, ©

YOU 1O QONOerate wallets, interact Wwith srmart CONtracts, anca

SO Mmuch Mmore

Create A New Wallet

Cenerate your own unigue Ethereurm wallet. Receive a public address (Ox_) and choose a method
for acoess and recovery.

Cet Started —»

Access My Wallet

ConMmect To the blockchain using the wallet of your choloe.

- Send arnd Swop ETH & Tolons
- Sign & Verify Messages
- INteract with Contracts,. ENS, Dapes, and morat

Access Now —»

MyEtherWwallet (MEW) is a free, client-side interface
for interacting with the Ethereum blockchain.

o




®® METAMASK

A crypto wa

& gateway to
blockchain app

Start exploring blockchain applications in
seconds. Trusted by over 1 million users
worldwide.

Download now




The most trusted &
secure crypto wallet

Buy, store, exchange & earn crypto. Join 5
million+ people using Trust Wallet.

& AppAStAore ™ Google Play 'a' Ar"n'd.ro.id

Some of the features of Trust Wallet are:

. Buy Bitcoin in under 5 minutes.

- Easily earn interest on the crypto in your wallet.

. See your collectibles, art & non-fungible digital assets in one place.
Exchange your crypto within the app.
Track charts and prices within the wallet.

https://trustwallet.com




1. Blackmail

Victims receive an email claiming that their computer has been ‘hacked’” and
the hacker has hijacked their web camera and recorded ‘intimate’ moments.
The scammers then threaten to release the video online unless some
Bitcoin is paid to themrm.

2. Fake Exchanges
A C‘fake” exchange tricks investors by offering Bitcoin or other cryptos for a
very low price. And then they steal your monay!

3. Free Giveaways
Scammers offer free cryptos in exchange for a small ‘registration fee'. Once
wvou pay the fees, they vanish!

. Impersonation

Scammers create fake social media accounts that impersonate famous
people. These accounts are used to carry out a variety of frauds.

S. Malware

Many wvictims end up downloading malicious software and apps. These
apps can change crypito addresses when they're copy-pasted from the
wvictim's clipboard. The result - vou end up sending crypto to the scammer’s
address instead of the actual person you want to pay.

6. Meet-in-person attacks

Newver meet anyone in person to buy crypto. Wou could get robbed and even
murdered! Scammers may also pay you in counterfeit currency in exchange
for your crypto.

7. Phishing emails

Newver engage with emails that ask for yvour seed phrase, private keys, or
passwords. These emails may look authentic but remember that there is no
legitimate reason for anyone to ask for yvour seed phrase., private keys, or
passwords.




8. Phishing websites

People land up on phishing websites by clicking on links in fake emails and
sometimes even through search engine results. These websites can steal
your passwords and even fool you into installing malware.

9. Ponzi Schemes
Beware of schemes where you are offered a large guaranteed return in
exchange for a small deposit.

10. Pyramid Schemes

Beware of ‘pyramid schemes’ which promise you high returns based on the
number of people you invite into the crypto network.

11. Pump-and-Dumps

In a pump-and-dump scheme, scammers artificially ‘pump’ up the price of a
crypto and sell it to unsuspecting victims. Once enough people have bought
the crypto, the scammers disappear and the value of the crypto crashes to
near-zero.

12. Scam coins and rug-pulls

VWhile there are many great cryptos, there are also many scam coins. Be
careful while investing in new cryptos. Check out the team, whitepaper,
website, and other available information carefully before investing.



/. Crypto Tax

This is an India-specific post. Please skip if it doesn’t apply to you.
Many of you have asked me these questions on Crypto Tax:

How will Crypto profits be taxed?

Will free Cryptos from airdrops, L&E, P2E games be taxed?
Will | be taxed even if | don’'t sell my Crypto?

How will Crypto mining be taxed?

How will Crypto staking and lending be taxed?

Will Crypto exchanges deduct TDS?

Will salaries paid in Crypto be taxed?

Do | have to pay tax even if | use a DEX?

Do | have to pay tax even if | use a foreign Crypto exchange?
0. Do | have to pay tax even if | use a P2P marketplace?

1. What if | gift crypto to a friend?

S200NOORWUNS




1. Supply Metrics

Circulating Supply is the number of coins/tokens that are circulating in the
market and are in public hands. Usually, the lower this number, the higher
the prices are likely to be.

Examples: The circulating supply of Bitcoin (BTC) increases approx ewvery
10 minutes as new bitcoins are generated with every block that is mined.

The crypto with one of the highest circulating supplies is SHIBA INU with
394 ,796,000,000,000 SHIB.

32

Maximum supply is the maximum number of coins/ftokens that will ever
exist in the lifetime of a Crypto.

Examples: The maximum supply of Bitcoin (BTC) is 21 million while that of
Ether (ETH) is unlimited!

Total supply is the number of coinsftokens that have been already created,
minus coinsftokens that have been ‘burned’.

Examples: In the case of Bitcoin (BTC), the circulating supply is equal to the
total supply. Binance Coin (BENB) regulary ‘burns’ coins and this helps
maintain its price.



1. Blackmail

“Wictims receive an email claiming that their computer has been ‘hacked’ and
the hacker has hijacked their web camera and recorded ‘intimate” moments.
The scammers then threaten to release the video online unless some
Bitcoin is paid to them.

2. Fake Exchanges
A Cfake” exchange tricks investors by offering Bitcoin or other cryptos for a
wvery low price. And then they steal your money!

3. Free Giveaways
Scammers offer free cryptos in exchange for a small ‘registration fee’'. Once
vou pay the fees, they vanish!

4. Impersonation
Scammers create fake social media accounts that impersonate famous
people. These accounts are used to carry out a variety of frauds.

5. Malware

Many victims end up downloading malicious software and apps. These
apps can change crypto addresses when they're copy-pasted from the
wvictim’s clipboard. The result - yvou end up sending crypto to the scammer’'s
address instead of the actual person you want to pay.

6. Meet-in-person attacks

MNever meet anyone in person to buy crypto. wWou could get robbed and even
murdered! Scammers may also pay you in counterfeit currency in exchange
for your crypto.

7. Phishing emails

MNMever engage with emails that ask for your seed phrase, private keys, or
passwords. These emails may look authentic but remember that there is no
legitimate reason for anyone to ask for your seed phrase, private keys, or
passwords.




2. Capitalization metrics

Market Capitalization is the total market value of a Crypto's circulating
supply.

Market Capitalization = Circulating Supply x Current Price
Historically, Bitcoin (BTC) has always had the highest market capitalization
and Ethereum the second highest. If this were reversed, it would be called

the Flippening.

Fully Diluted Market Capitalization (FDMC) is the market capitalization if
the maximum supply was in circulation.

FDMC = Price x Max Supply
If the maximum supply is unknown or unlimited, like in ETH, then:
FDMC = Price x Total Supply

If the maximum supply and total supply are both unlimited, then we can't
calculate the FDMC.

3. Volume

Volume measures how much of a crypto was traded in the last 24 hours.



1. Total value locked (TVL)

Total value locked (TVL) represents the total of all assets deposited in a
Decentralised Finance protocol eaming rewards, interest, new coins /

tokens, fixed income, etc.
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Trust In Crypto
Messari provides reliable data and market intelligence for crypto inwvestors and
professionals.
RO - Top Assets r rr i >
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BEST /ANONYMOUS
ROWSER

1] TOR

9] IRON
3] BRAVE

4] WATER FOX
5] COMODO DRAGON




Dark Web

Academic databases
Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

96%

of content on the
Web (estimated)




Uses for the Dark We

For better... For worse...

To circumvent government Enables sales of illegal
censorship firearms, drugs, counterfeits,

To provide whistleblowers etc.
protection Human exploitation (porn,

To avoid monitoring trafficking, etc).
Hire hitmen, hackers, etc.



Can only be accessed when using Tor

No master database of all .onion sites
Use of Tor allows for the creation of .onion sites

Domains are randomly generated, either 16 or 56 characters
long




Challeng with Tor
lnvesﬂgattens

» The network was designed to provide anonymity

« Best chance at unmasking means finding a clear web
connections

« They don'’t take PayPal, so be ready for Bitcoin
* Accounts need to be anonymized and not tied to your person
» There’s no Google, so you may not find what you're after

of other




Check for SitesontheSame e ¢ o
Server

» Only works for sites running Apache web server

 Visiting example.onion/server-status can reveal:

« Server information (operating system, uptime status,
creation date)

» Other domains using the same server

« |IP addresses accessing the server

« What resources (pages, images, etc) are being accessed




TOR Protection

. Fingerprinting (IP address)-based tracking
Storage (cookie)-based tracking
Session (URL rewriting)-based tracking

BwoN e

Cache (ETags)-based tracking



C @& amiunique.org £

[24 Web Slice Gallery & HOTS | CBSE X, CBS... -.l Google Code [ Creating Passionate.. & Gmail - Compose... ] Bhagavad Gita Quo... » Other book

ique w My fingerprint & My history #- My extension ~ @ Global statistics U Privacy policy

Learn how identifiable you are on the Internet
Help us investigate the diversity of web browsers.

This website aims at studying the diversity of browser fingerprints and providing developers with data t
good defenses. Contribute to the efforts by viewing your own browser fingerprint or consult the currer
provided by users around the world!

View my browser fingerprint

If you click on this button, we will collect your browser fingerprint, we will put a cookie on your browse
months. More details are available in the privacy policy

k out the blog post for our new NDSS 2022 paper on GPU fingerprinting with WebGL !
ks to everybody who visits the site and helps us collect data to find these privacy bugs.
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Platform @ Win32
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Details for LEA

1. Any evidence of the use of Tor browser for exfiltration of
confidential information

2. Any email/website visited/used where we can find evidence of his
activity
3. Any clues related to his activity

4. Any credentials used for suspicious communication Any other files
of interest’



Common Sites visited on DAR-
KWEB

* Hidden Wiki — a very famous wiki on the dark web

* Three different darknet search engines i.e. Ahmia, DuckDuckGo, and
Excavator

e Secmail - a tor based secure email service

* Galaxy3 — a tor based social networking platform

e StealthPay — an anonymous money transfer platform

» Keybase — a secure communication website

* Anonymous text sharing websites i.e. ZeroBin and StrongHold Paste
* Anonymous file sharing website i.e. SecureDrop



iH IECh
TOR Network
Google



Download and install Tor Browser: https://www.torproject.org/download/download

Download and install Google Chrome: https://www.google.com/chrome/

Start Tor browser and leave it running. This will provide our connection to Tor for us.

Now we need to get Chrome to proxy its traffic through Tor. The setup is slightly different for each
operating system:



Windows

You should have a Chrome shortcut on your desktop. Right-click on it and select Copy.

2 Right-click on your desktop and select Paste.

3 Rename the new shortcut to Chrome Tor.

4 Right-click on the Chrome Tor shortcut and select Properties.




In the target field add the following after the chrome.exe part:

--proxy-server="socks5://localhost:9150" --host-resolverrules="MAP *
~NOTFOUND , EXCLUDE localhost"

Click the Apply button and then click OK.

Make sure you have all Chrome windows closed and then double click your Chrome Tor
shortcut.

You should see Chrome open and you can now proceed to step 5 below to verify for your
connection.




Mac OS X j

1

If Chrome is open, close it (right-click on Chrome in the dock and select Quit).

Open your /Applications folder and go to Utilities.

Double-click on Terminal.

Copy and paste this command into the Terminal window, and press Enter:

/Applications/Google\ Chrome.app/Contents/MacOS/Google\ Chrome --proxy-
server="socks5://localhost:9150" --host-resolverrules="MAP * ~NOTFOUND ,
EXCLUDE localhost"/Applications/Google\ Chrome.app/Contents/MacOS/Google\
Chrome --proxy-server="socks5://localhost:9150" --host-resolverrules="MAP *
~NOTFOUND , EXCLUDE localhost"

Chrome should open and you can now proceed to step 5 below to verify for your
connection.




If Chrome is open, close it.

Open your terminal application.

Copy and paste the following command into the terminal window:

google-chrome --proxy-server="socks5://localhost:9150" --host-resolverrules="MAP
* ~NOTFOUND , EXCLUDE localhost"/Applications/Google\ Chrome.app/
Contents/MacOS/Google\ Chrome --proxy-server="socks5://localhost:9150" --host-
resolverrules="MAP * ~NOTFOUND , EXCLUDE localhost"

You should see Chrome open and you can now proceed to step 5 below to verify for your
connection.




Now we need to verify that everything is working. In your Chrome Tor browser window head to:
hitps://check.torproject.org

You should see a message that you are connected to Tor but not using a Tor Browser. This indicates that
you have set everything up successfully.

x o+

& checktorprojectorg

This page is also available in the following languages

Your IP address appears to be: 171.25.193.25

Validating that we are connected to Tor.




Activity Process

[]-25 +

Downloaded Tor Browser using Installed Downloaded Few lllegal
) ) Executed Tor Browsser .
Default Browser (Private Window TOR Browser (Location: Desktop) Database/Images using TOR Browser

Mode) @ l

Deleted Few downloaded Moved and Renamed downloaded

Database/Images Few Database/Images Opened - visited many .onion websites
Few downloaded Files

0 [#m _©
b = k@ O

Downloaded Usage of SDelete Tool to Shift + Delete SDELETE
SDELETE Application delete TOR Browser Program

Anti-Forensics

Figure 1: Scenariol - Running Tor Brow




Activity Process: Portable Program Execution

1-°2. ) 2.+ _° ¢

Downloaded Few lllegal visited many .onion websites
Database/Images using TOR Browser

= 6 e 5] o !
‘— [[Ix ‘—lz.IJ‘

Pendrive was ejected Deleted Few downloaded Moved and Renamed downloaded Opened

Inserted USB Executed TOR Browser from USB

Database/Images Few Database/Images Few downloaded Files

Figure 2: Scenario2 - Running Tor Browser fi




e TinyEye Reverse Image Search
Wayback Machine

Breached Database (Forums)
Blockchain Explorer

Maltego

Hidden Codes, Embedded video Links to the clearne
Whois History

Download URL - Whois Search
WhatWeb - Web Scanner
WGET Torrify

GraphSense

TorBo
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TOOL TO CHECK THEANONYMITY OF DARK WEBSITES




|t queries apache server mod_status to find any leaking information in
the server like IP Address or hosted server.

*It also checks for open directories and even in backup copies of the
website.

eIt strips EXIF data from images to find geolocation data and much
more.

*Onionscan identifies cryptocurrency addresses that can correlated a
shared

*Also correlated clearnet versions of a site and find user information
like email address.



Photos On Dark Web Reveal Geo-locations Of 229 Drug Dealers — Here's
How

£2 September 21,2016 & Swati Khandelwal

No Matter How Smart They Are,
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Litecoin

Last update a month
ago
Lastest block 1539663
Transactions 29,542,771
Addresses 36,159,330
Clusters 2,516,384

Bitcoin

Last update 2 months
ago
Lastest block 551628
Transactions 360,023,510
Addresses 479,523 410
Clusters 48,741,487

R

Bitcoin Cash

Last update a month ago
Lastest block 559858
Transactions 257,039,658

Addresses 273,691,113
Clusters 28,679,182

SE

ney Anaétgs‘%otform

*oe,

Zcash

Last update a month
ago

Lastest block 442662
Transactions 4,157,501
Addresses 2,902,347

Clusters 261,932




< & @ tutanota.com

:** Apps [2 Web Slice Gallery &2 HOTS | CBSE X, CBS... -‘l Google Code . Creating Passionate.. & Gmail - Compose... Bhag

B Tutanota PRICING  BUSINESS

Secure email for

everybody.

Tutanota is the world's most secure email service,
easy to use and private by design. Sign up for
encrypted email now.




Encrypted Email

ith end-to-end encryption and 2FA,
your emails have never been more
secure. The built-in encryption
guarantees that your mailbox
belongs to you: Nobody can decrypt
or read your data.

We Love Open Source

Tutanota is open source so security
experts can verify the code that
protects your emails. Our Android
app is Google-free making Tutanota
the best open source email service.

On Any Device

Our apps for iOS, Android &
desktops let you send secure emails
wherever you are. Our fast web client
& apps make sure email encryption i
a pleasant experience.




THIS HIDDEN SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,
ICE Homeland Security Investigations, and the Drug Enforcement Administration,
in accordance with a seizure warrant obtained by the
United States Attorney’s Office for the Southern District of New York
and issued pursuantto 18 U.S.C. § 983(j) by the
United States District Court for the Southern District of New York
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SILK ROAD PAYMENT SYSTEM
R\ N\s}

Buyer exchanges Vendor exchanges BTC
currency for BTC for currency
[ .
EXCHANGER EXCHANGER
Buyer transfers BTC Vendor moves BTC
to SR account BTC held in escrow from SR account

until order finalized

= 0D
Buyer makes purchase e Vendor is paid
BUYER VENDOR

GOVERNMENT

Silk Road takes , EXHIBIT

commission /' & 113A
14 Cr. 68 (XBF)




Only 4% of the content
on the infernet isin
public websites

| Deep Web

Over 90% of online
content is private
content not accessible
via search engines

Dark Web

About 6% of online
content is llicit content
that is encrypted and
not indexed by search
engines



What can be found on the Dark Web?

lllegal content llegal marketplaces Cybercrime services Cryptocurrency services



Dark Web Content

A study by Gareth Owen of
Portsmouth University discovered
that content on the Dark Web

was dominated by:
lllegal pornography, black markets,

hacking groups and botnet operations

(those commonly associated with sps

and mal

Hidden Services on the Dark Web (January 2015)

Drugs Fraud / Counterfeit Black Market Sites . Bitcoin

Whistleblowing 8 Hacking . Pornography

. Abuse D Other / Not Indexed




SECURITY PRECAUTIONS WHEN VISITING
THE DARK WEB

DON'T TRUST ANYONE

COVER YOUR WEBCAM WITH TAPE
DON'T DOWNLOAD ANYTHING

DISABLE JAVASCRIPT ON YOUR BROWSER

CHECK THAT YOUR VIRTUAL PRIVATE NETWORK
(VPN) IS WORKING

USE PROXIES

ANONYMOUS OPERATING SYSTEMS
* TAILS
*  WHONIX
» JonNDoO

INTERNET CAFE
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3-LAYER ENCRYPTION

Router A Key

Router B Key
"~ Router C Key

Message




Encrypted Message Decrypted Message

Encrypted Link: i Unencrypted Link: < -




TOP IP GEOLOCATION COUNTRIES OF TOR NODES




Freedom Hosting

In 2013, the FBI managed to infiltrate “Freedom Hosting”,
a hosting operation serving child pornography sites

It inserted an exploit kit which targeted a vulnerability in Firefox 17
(used in Tor browser)

This resulted in the download of a file which would report back the identity of the user

Resulted in the arrests of the owner, and many of the consumers

Silk Road

The Silk Road marketplace was reportedly identified through
a non-anonymized captcha




Welcome To Video g
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Child sex abuse marketplace EENCA ;,,., ke . * l =
More than 8 terabytes of data 'WekometoVideo

THIS HIDDEN SITE HAS BEEN SEIZED

Used bitcoin —_73300 recorded transactions from S o e e b
more than 1 million user addresses e e

With coopes stion from our internatiuonal partoen, arests have Laben place in

UK National Crime Agency used BitCoin ' m l*l - .|— l | —

transaction analysis to identify users oo
=
_ ' l el l l = ﬂ L =
Arrests of 337 users made in 38 countries

23 abused children identified and rescued

Abusers found, not by using offensive hacking, but by simply tracing bitcoin transactions



Dark Web Markets

June 2013

Silk Road

Data leaked via
CAPTCHA

US DEA and FBI

Silk Road 2.0
Bitcoin
Vulnerability
FBI & Europol

O
Nov 2014

Dream Market
Sustained DDoS
Attacks?
July 2017
O O
March 2019

Hansa AlphaBay

Addresses leaked Email address

inIRC logs leakage

l_'_l

Operation

Bavnnet

Deepdotweb.com
Dark web links site

Taken down because of
links to illegal markets

FBI, Europol, NCA

May 2019
[¢) [?)
\ May 2019
|
Wall Street
Market

Careless use of
VPN

Europol



How do | create a .onion domain?

Create a web server with TOR

Tor suggests binding your server to localhost. This is great for protecting
your real IP address, because when you set up your onion resources later,
you’ll be able to create a visible port for visitors to connect with.

Configure your server’s .onion services
Install & Setup Configure Tor create dark web

First of all we just install and configure the Tor app on our Kali Linux. To do
that we use the command in our Kali Linux Terminal. Tor will be added to
our system after providing our root password.
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COMPARISON

Cell
Client
Circuit

Directory
Hidden Service
Onion

Less Secure

Message
Router
Tunnel
NetDB
Eepsite
Garlic

More Secure




Katana
OnionSearch ~ j

: : U
Ahmia Search Engine
DarkSearch KA—I%NA

AHMIA

Tor Anonymity Network Search Engine

@nlon

'Search

- DarkSearch

Image Sources: Katana, OnionSearch, Ahmia, DarkSearch
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INTERMEDIARY BANK

88 KRYPTOBITS
BLOCKCHAIN BANKING
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BLOCK 1 BLOCK 2 BLOCK 3
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Hash: 6U9P2 Hash: 8Y5C9 Hash: 9L4Z1

Previous hash: \‘ Previous hash: \‘ Previous hash:

00000 6U9P2 8Y5C9



What is Bitcoin Mmmg?

How Bitcoin Transactions w

She uses her private key
and signs a message with
the amount of bitcoins and
Bob’s address, requesting a
transaction.

K
ammmmmmmmnans ®.® & Il EEEE

Alice wants to buy a The transaction requested
product from Bob using by Alice is bundled into a
Bitcoin. “block” with other

@ —
% m o

The block is broadcast
to all mining nodes in
the Bitcoin network.

[ —— gy — e —

I
validates Alice’s transaction v new block for the complete and the new bitcoins from Alice.
using algorithms in a @ blockchain receives a block is added to the

The first miner to validate a The transaction is Bob receives his

process called mining. portion of the Bitcoin as a blockchain.

reward.

The block is permanent



By Patricia Estevio

-~
Rob opens his scans/copy fills the amount ‘
Laura's address and the fee and sends

bitcoin wallet

THE BITCOIN TRANSACTION LIFE CYCLE

Mining is the computational process of
calculating a certain hash -‘

Mining time! Miners include the The transaction is The wallet signs
transaction in the next propagated and vahdated the transaction using
by the network nodes Rob's private key

block to be mined

New confirmations
appear with each new
block that is created

The miner who solves The nodes verify Lonmh 20ts A6
the Proof of Work propagates the result and ot confimation
the new block to the network propagate the block




