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• Smuggler Case 

• Child Missing Case 

• Pondicherry Case 

• Fake Bitcoin exchange case 

• Drug Trafficking case 

• Fugitive Case   







To find out the Service Provider of any phone 
number. Visit the link: 

      
http://en.wikipedia.org/wiki/Mobile_telephone_
numbering_in_India  

Install this software on your computer system 
as well as mobile phones based on android 
and Java 

http://www.shaplus.com/mobile/  

Who is your MSP? 
(Mobile Service Provider) 

http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://en.wikipedia.org/wiki/Mobile_telephone_numbering_in_India
http://www.shaplus.com/mobile/


What do you mean by IP address? 

• An IP address, or simply an "IP," is a unique 
address that identifies a device on the internet or 
a local network. It allows a system to be 
recognized by other systems connected via 
the Internet Protocol. 

• An IP address (or Internet Protocol address) 
identifies each networked computer and device 
on a network. When you sign up with Internet 
service and connect your modem, your ISP 
assigns you a public IP address. This address is 
how you communicate with all the other devices 
out there on the public Internet.  

 

 



Types of IP address: 
IPV4 & IPV6 
• IPv4 address is 32-bit numeric address. Each 

of the four numbers can range from 0 to 255. 

Example:- 

157.50.9.213  

• IPv6 address is 128-bit IP address written in 
hexadecimal which allow for approximately 
three hundred and forty trillion, trillion 
unique IP addresses. 

Example:- 

2405:204:718f:7f76::fea:48b0 



How to find out ISP from  
IPV4 Address 



Name of different websites:- 
• http://en.utrace.de/ip-address/ 

• http://whatismyipaddress.com/  

• https://www.whatismyip.com/ip-
address-lookup/  

• http://ipaddress.com/  

• http://www.apnic.net 

• http://ipinfo.info  

• http://www.ip2location.com/  

• https://tools.tracemyip.org  

• http://www.infosniper.net 

• https://extreme-ip-lookup.com 

http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
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http://whatismyipaddress.com/
https://www.whatismyip.com/ip-address-lookup/
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https://www.whatismyip.com/ip-address-lookup/
http://ipaddress.com/
http://www.apnic.net/
http://ipinfo.info/
http://www.ip2location.com/
https://tools.tracemyip.org/
http://en.utrace.de/ip-address/
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http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/


https://whatismyipaddress.com  

https://whatismyipaddress.com/


How to find out ISP from  
IPV6 Address 



Name of different websites:- 

 https://www.ultratools.com/tools/ipv6I
nfo  

 http://www.ip-tracker.org/locator/ip-
lookup.php 

 http://www.traceip.net  

 https://myip.ms 

https://www.ultratools.com/tools/ipv6Info
https://www.ultratools.com/tools/ipv6Info
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.ip-tracker.org/locator/ip-lookup.php
http://www.traceip.net/
https://myip.ms/


Name of different websites:- 

 https://ipinfo.io  

 https://spyse.com/target/ip   

 https://dnslytics.com/whois-lookup 

 https://viewdns.info/reverseip/   

 https://viewdns.info/whois/  

https://ipinfo.io/
https://spyse.com/target/ip
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
https://viewdns.info/reverseip/
https://viewdns.info/whois/


Name of different websites:- 
• https://centralops.net 

• https://ping.eu 

• http://cqcounter.com/whois/ 

• https://www.robtex.com 

• http://networktools.nl  

• http://atsameip.intercode.ca 

• https://tools.tracemyip.org 

 

https://centralops.net/
https://ping.eu/
http://cqcounter.com/whois/
https://www.robtex.com/
http://networktools.nl/
http://atsameip.intercode.ca/
https://tools.tracemyip.org/


https://myip.ms  

https://myip.ms/


To know the 
geographical location of 

IP Address 



Name of different websites:- 

 https://dnslytics.com/ip-geo-location 

 https://viewdns.info/iplocation/   

https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://dnslytics.com/ip-geo-location
https://viewdns.info/iplocation/


What do you mean by domain name?  

• A domain name is a unique name that identifies 
a website. For example, the domain name of the 
Tech Terms Computer Dictionary is 
"techterms.com."  

• Each website has a domain name that serves as 
an address, which is used to access the website. 

• Whenever you visit a website, the domain name 
appears in the address bar of the web browser. Some 
domain names are preceded by "www" (which is not 
part of the domain name), while others omit the 
"www" prefix. All domain names have a domain 
suffix, such as .com, .net, or .org.  





How to find out 
registrant details from a 
domain name of website 



Name of different websites:- 

• http://en.utrace.de/ip-address/ 

• www.domaintools.com 

• www.dnsstuff.com 

• http://whois.stsoftware.biz 

• http://www.whois.com/  

• https://mxtoolbox.com  

 

http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://en.utrace.de/ip-address/
http://www.domaintools.com/
http://www.dnsstuff.com/
http://whois.stsoftware.biz/
http://www.whois.com/
https://mxtoolbox.com/


Name of different websites:- 

• https://viewdns.info  

• https://spyse.com/tools/domain-
lookup 

• https://dnslytics.com/whois-
lookup   

• https://viewdns.info/whois/  

• https://host.io  

 

 

https://viewdns.info/
https://spyse.com/tools/domain-lookup
https://spyse.com/tools/domain-lookup
https://spyse.com/tools/domain-lookup
https://dnslytics.com/whois-lookup
https://dnslytics.com/whois-lookup
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Name of different websites:- 
• https://centralops.net 

• https://ping.eu 

• https://dnslytics.com 

• http://cqcounter.com/whois/ 

• https://www.robtex.com 

• http://networktools.nl  

• http://atsameip.intercode.ca 

• https://tools.tracemyip.org 

 

https://centralops.net/
https://ping.eu/
https://dnslytics.com/
http://cqcounter.com/whois/
https://www.robtex.com/
http://networktools.nl/
http://atsameip.intercode.ca/
https://tools.tracemyip.org/


https://www.whois.com/  

https://www.whois.com/


How to find out 
registrant details of an 

old website 



Name of different websites:- 
• https://who.is 

• https://www.mydomain.com/who
is/whois.bml   

• https://www.whois.com/whois/    

 

https://who.is/
https://www.mydomain.com/whois/whois.bml
https://www.mydomain.com/whois/whois.bml
https://www.whois.com/whois/


To find out existence of 
domain name from 
keyword / related 

website 



Name of different websites:- 

• https://dnslytics.com/domain-
search 

• https://spyonweb.com   

 

https://dnslytics.com/domain-search
https://dnslytics.com/domain-search
https://dnslytics.com/domain-search
https://spyonweb.com/


To find out existence of 
domain typo 



Name of different websites:- 

• https://dnslytics.com/domain-
typos  

https://dnslytics.com/domain-typos
https://dnslytics.com/domain-typos
https://dnslytics.com/domain-typos


To know the IP history of 
a domain name 



Name of different websites:- 

• https://viewdns.info/iphistory 

• https://www.iphistory.ch/en/   

https://viewdns.info/iphistory
https://www.iphistory.ch/en/


IMEI Number 



Structure of IMEI Number 

 

Type 
Allocation 

Code  
(TAC) 

Unique Serial 
Number 
(SNR) 

Check Digit 
(CD) 

08 digits 06 digits 01 digit 



How to find the correct 
IMEI Number 



Name of different websites:- 
• http://imei-number.com/imei-

validation-check/  

• http://www.imei.info/   

• https://imeidata.net/tool/calculator  

http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://imei-number.com/imei-validation-check/
http://www.imei.info/
https://imeidata.net/tool/calculator


How to find the mobile 
handset details from IMEI 

Number 



Name of different websites:- 
• http://www.imei.info/   

• http://imei-number.com/imei-
number-lookup/  

• http://www.numberingplans.com/?pa
ge=analysis  

• http://www.nobbi.com/tacquery.php  

• https://imeidata.net/check  

http://www.imei.info/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://imei-number.com/imei-number-lookup/
http://www.numberingplans.com/?page=analysis
http://www.numberingplans.com/?page=analysis
http://www.nobbi.com/tacquery.php
https://imeidata.net/check


https://www.imei.info  

https://www.imei.info/


MAC Address 

• A media access control address (MAC 
address) of a computer is a unique 
identifier assigned to network interfaces for 
communications at the data link layer of a 
network segment. 

• The MAC-Address (Media Access Control 
address) in general is the identifier of 
devices in a network. 

 





How to find the Equipment 
details from MAC Address 



Name of different websites:- 
• http://www.macvendorlookup.c

om 
• http://www.coffer.com/mac_fin

d/ 
• http://www.adminsub.net/mac-

address-finder/modem  
• http://aruljohn.com/mac.pl  
• http://www.whatsmyip.org/mac

-address-lookup/  
  
  

http://www.coffer.com/mac_find/
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Name of different websites:- 

• https://www.wireshark.org/to
ols/oui-lookup.html  

• http://www.adminsub.net/ma
c-address-finder  

• https://dnslytics.com/mac-
address-lookup  

  

  

https://www.wireshark.org/tools/oui-lookup.html
https://www.wireshark.org/tools/oui-lookup.html
https://www.wireshark.org/tools/oui-lookup.html
https://www.wireshark.org/tools/oui-lookup.html
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https://dnslytics.com/mac-address-lookup
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https://dnslytics.com/mac-address-lookup




E-mail Header 

• In most of the cyber crime where emails are 
involved, analysis of email headers plays a 
very important role. Each email whether it 
is a company email or Web-based email like 
gmail, hotmail, yahoo, rediffmail, etc., 
carries lot of information about that email. 
Information like sender IP address, email 
address, time and date when the email sent, 
through which server it passed, etc. can be 
obtained.  



Importance of E-mail Header 

Email header analysis can help  an 
investigator to find out the IP address of the 
email sender. Email message headers are 
digital histories that are attached to every 
email message that are sent and received. 
Headers record important information, 
including servers that the email has traveled 
through, and the date and time that the 
message was received or forwarded.  



E-mail message header 

Email message header comprise of 2 sections. 

• Message Description: Contains details of 
the sender and recipients, subject line, and 
sending date. 

• Message Path: Contains the server name 
and timestamp for every server the message 
travelled through. 



How to analyze  
e-mail header 



Name of different websites:- 
• http://www.cyberforensics.in/On

lineEmailTracer/index.aspx  
• http://whatismyipaddress.com/t

race-email  
• https://toolbox.googleapps.com/

apps/messageheader/  
• https://testconnectivity.microsof

t.com/MHA/Pages/mha.aspx  
• http://mxtoolbox.com/EmailHea

ders.aspx  
• www.iptrackeronline.com  

http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
http://www.cyberforensics.in/OnlineEmailTracer/index.aspx
http://whatismyipaddress.com/trace-email
http://whatismyipaddress.com/trace-email
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https://toolbox.googleapps.com/apps/messageheader/
https://testconnectivity.microsoft.com/MHA/Pages/mha.aspx
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http://mxtoolbox.com/EmailHeaders.aspx
http://www.iptrackeronline.com/


What do you mean by IFSC Code? 

• IFSC stands for Indian Financial System Code. It is 
which is an eleven-character code assigned by RBI 
to identify every bank branches uniquely, that are 
participating in NEFT system in India.  

• This code is used by electronic payment system 
applications such as RTGS, NEFT.  

• The IFSC is an 11-character code with the first four 
alpha characters representing the bank name, and 
the last six characters (usually numeric, but can be 
alphabetic) representing the branch. The fifth 
character is 0 (zero) and reserved for future use. 

• Usually, the IFSC code can be found on the cheque-
book provided by the bank or on the first page of 
the Bank Passbook. 



How to find Bank details 
from IFSC Code 



Name of different websites:- 
• http://www.ifsccodebank.com/sea

rch-by-IFSC-code.aspx 

• https://ifsc.bankifsccode.com   

• https://www.ifscswiftcodes.com/IF
SC-Code/ 

• https://www.askbankifsccode.com 

http://www.ifsccodebank.com/search-by-IFSC-code.aspx
http://www.ifsccodebank.com/search-by-IFSC-code.aspx
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https://www.ifscswiftcodes.com/IFSC-Code/
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https://www.ifscswiftcodes.com/IFSC-Code/
https://www.askbankifsccode.com/


Branch locator 



Name of websites:- 
• http://bankcontact.in  

• https://www.bankbranchin.
com  
 

http://bankcontact.in/
https://www.bankbranchin.com/
https://www.bankbranchin.com/


How to find Voter ID 
Card Information  



Name of websites:- 
• http://electoralsearch.in 

• https://resident.uidai.gov.in
/aadhaarverification  

• http://www.ceoorissa.nic.in
/FindYourName.asp   
 

http://electoralsearch.in/
https://resident.uidai.gov.in/aadhaarverification
https://resident.uidai.gov.in/aadhaarverification
http://www.ceoorissa.nic.in/FindYourName.asp
http://www.ceoorissa.nic.in/FindYourName.asp


How to get User’s Twitter ID 



Name of websites:- 
• http://gettwitterid.com 

• https://codeofaninja.com/t
ools/find-twitter-id   
 

http://gettwitterid.com/
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id
https://codeofaninja.com/tools/find-twitter-id


How to get User’s name 
from Twitter ID 



Name of websites:- 
• https://tweeterid.com  

 
 

https://tweeterid.com/


Know the Vehicle Details 
(R/C & D/L) 



Name of websites:- 
https://parivahan.gov.in/parivahan/ 

https://vahan.nic.in/nrservices/faces/us
er/jsp/SearchStatus.jsp  

https://sarathi.nic.in:8443/nrportal/sara
thi/DlDetRequest.jsp  

 
 

https://parivahan.gov.in/parivahan/
https://vahan.nic.in/nrservices/faces/user/jsp/SearchStatus.jsp
https://vahan.nic.in/nrservices/faces/user/jsp/SearchStatus.jsp
https://sarathi.nic.in:8443/nrportal/sarathi/DlDetRequest.jsp
https://sarathi.nic.in:8443/nrportal/sarathi/DlDetRequest.jsp


How to check Broken Link 



Name of websites:- 
https://www.drlinkcheck.com 

https://www.deadlinkchecker.com 

 
 

https://www.drlinkcheck.com/
https://www.deadlinkchecker.com/


How to check deleted 
domain 



Name of websites:- 
https://viewdns.info/iphistory/  

 
 

https://viewdns.info/iphistory/


Wayback Search 



Name of websites:- 
http://web.archive.org  

 
 

http://web.archive.org/


Whether  MNP or not? 



Name of websites:- 
 https://freecarrierlookup.com 

 https://sendsms.global/free-carrier-lookup/    

 https://www.ding.com 

 https://www.truecaller.com 

 

 

 
 

https://freecarrierlookup.com/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
https://sendsms.global/free-carrier-lookup/
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https://www.google.com/searchbyimage?image_url=


Bulk IP search 



Name of websites:- 
• https://www.infobyip.com/ipbulklookup.

php  

• https://app.ipapi.co/bulk/ 

• https://www.showmyip.com/bulk-ip-
lookup/ 

• https://mxtoolbox.com/BulkLookup.aspx  

• https://www.bulkseotools.com/bulk-ip-
to-location.php 

 
 

https://www.infobyip.com/ipbulklookup.php
https://www.infobyip.com/ipbulklookup.php
https://app.ipapi.co/bulk/
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https://www.bulkseotools.com/bulk-ip-to-location.php
https://www.bulkseotools.com/bulk-ip-to-location.php


Reverse Image Search 



Name of websites:- 
• https://www.google.com/searchbyimage?i

mage_url= 

• https://www.bing.com/images/search?view
=detailv2&iss=sbi&form=SBIIRP&sbisrc=Url
Paste&q=imgurl: 

• https://yandex.com/images/search?source=
collections&rpt=imageview&url= 

• https://tineye.com/search?url= 

 

 
 

https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://www.bing.com/images/search?view=detailv2&iss=sbi&form=SBIIRP&sbisrc=UrlPaste&q=imgurl:
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://yandex.com/images/search?source=collections&rpt=imageview&url=
https://tineye.com/search?url=
https://tineye.com/search?url=
https://www.google.com/searchbyimage?image_url=


Name of websites:- 
• https://graph.baidu.com/details?isfromtuso

upc=1tn=pc&carousel=0&image=&image= 

• https://reverse.photos  

• https://images.google.com  

• http://www.pictriev.com  

 

 

 

 
 

https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://reverse.photos/
https://images.google.com/
http://www.pictriev.com/
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://graph.baidu.com/details?isfromtusoupc=1tn=pc&carousel=0&image=&image=
https://www.google.com/searchbyimage?image_url=


Reverse Phone Number 
Search 



Name of websites:- 
• https://www.truecaller.com 

• Eyecon Android Application: Caller ID, 
Calls and Phone Contacts 

• https://www.cyniq.in  

 

 

 
 

https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=
https://www.cyniq.in/
https://www.google.com/searchbyimage?image_url=
https://www.google.com/searchbyimage?image_url=


Thumbnail search of video 
file 



Name of websites:- 
• https://citizenevidence.amnestyusa.org 

• Download InVID extension in Google 
Chrome  

 
 

https://citizenevidence.amnestyusa.org/
https://www.google.com/searchbyimage?image_url=


To find out details of VoIP / 
disposable number 



Name of websites:- 
• https://www.whitepages.com/reverse-

phone 

• https://freecarrierlookup.com  

 

 

 
 

https://www.whitepages.com/reverse-phone
https://www.whitepages.com/reverse-phone
https://www.whitepages.com/reverse-phone
https://freecarrierlookup.com/
https://www.google.com/searchbyimage?image_url=
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IP Logger / Tracker 



Name of websites:- 
• http://blasze.com  

• https://clickmeter.com/  

• http://grabify.link/  

• https://iplogger.org   

 

 

 
 

http://blasze.com/
https://clickmeter.com/
http://grabify.link/
https://iplogger.org/
https://www.google.com/searchbyimage?image_url=
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Online Request Portal 



https://www.facebook.com/records/login/     

https://www.facebook.com/records/login/


https://www.whatsapp.com/records/login/  

https://www.whatsapp.com/records/login/


https://legalrequests.twitter.com/forms/landin
g_disclaimer  

https://legalrequests.twitter.com/forms/landing_disclaimer
https://legalrequests.twitter.com/forms/landing_disclaimer


For removal of content from 
Google’s services 

https://support.google.com/legal/troubleshooter/11
14905  

https://support.google.com/legal/troubleshooter/1114905
https://support.google.com/legal/troubleshooter/1114905


https://lers.google.com/signup_v2/landing  

https://lers.google.com/signup_v2/landing


https://lers.google.com/signup_v2/re
questaccount  

https://lers.google.com/signup_v2/requestaccount
https://lers.google.com/signup_v2/requestaccount


https://www.facebook.com/help/contact/
634636770043106  

Reporting a Violation or Infringement of Your Rights 
 

https://www.facebook.com/help/contact/634636770043106
https://www.facebook.com/help/contact/634636770043106


https://help.instagram.com/contact/5526
95131608132  

https://help.instagram.com/contact/552695131608132
https://help.instagram.com/contact/552695131608132


• According to TRAI (Telecom regulation authority of India) act 
of 1997, each and every service provider has to save the 
record of customer information for a stipulated time and will 
be given on demand.  

•  This regulation is mandatory for every telecom provider and 
only those who agree on terms can be given licenses from 
DOT. 

•  C-DoT ( Center for development of telematics) is 
responsible for lawful interception of voice’s, SMS’s, CAF’s, 
CDR’s and also Internet traffic. Which again complies with 
section 5(2) of the Indian telegraph act r/w rule 419(A) of IT 
Rules. 

•  79(3)B I T Act: Removal of content 

• 69A I T Act: Blocking of website. 

 

 

Lawful intercept and monitoring 
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TOR Protection 

1. Fingerprinting (IP address)-based tracking 

2. Storage (cookie)-based tracking 

3. Session (URL rewriting)-based tracking 

4. Cache (ETags)-based tracking 







Details for LEA 

1.  Any evidence of the use of Tor browser for exfiltration of  
confidential information 

2. Any email/website visited/used where we can find evidence of his  
activity 

3. Any clues related to his activity 

4. Any credentials used for suspicious communication Any other files 
of interest’ 



Common Sites visited on DAR-
KWEB 

• Hidden Wiki – a very famous wiki on the dark web 

• Three different darknet search engines i.e. Ahmia, DuckDuckGo, and  
Excavator 

• Secmail - a tor based secure email service 

• Galaxy3 – a tor based social networking platform 

• StealthPay – an anonymous money transfer platform 

• Keybase – a secure communication website 

• Anonymous text sharing websites i.e. ZeroBin and StrongHold Paste 

• Anonymous file sharing website i.e. SecureDrop 

























•It queries apache server mod_status to find any leaking information in  
the server like IP Address or hosted server. 
•It also checks for open directories and even in backup copies of the  
website. 
•It strips EXIF data from images to find geolocation data and much  
more. 
•Onionscan identifies cryptocurrency addresses that can correlated a  
shared 
•Also correlated clearnet versions of a site and find user information  
like email address. 

























Router A Key 

Router B Key 

Router C Key 

Message 













How do I create a .onion domain? 

+Create a web server with TOR 

+Tor suggests binding your server to localhost. This is great for protecting  
your real IP address, because when you set up your onion resources later,  
you’ll be able to create a visible port for visitors to connect with. 

+Configure your server’s .onion services 

+Install & Setup Configure Tor create dark web 

+First of all we just install and configure the Tor app on our Kali Linux. To do  
that we use the command in our Kali Linux Terminal. Tor will be added to  
our system after providing our root password. 
























